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[bookmark: _Toc8730][bookmark: _Toc27052091]Purpose
The purpose of the University dashcam and tracker systems are to provide staff, students & visitors with a physical surveillance and monitoring system that will enhance safety, security and the detection of crime.  This document refers to the systems operated and controlled by the Logistics Department who are part of the Estates Directorate.  
[bookmark: _Toc27052092][bookmark: _Toc8731]System Description 
For the purpose of this Code of Practice, dashcam and tracker equipment includes cameras, transmission, monitoring and retrieval equipment.
The dashcams within the University fleet vehicles are fixed to the front windscreen, recording the view through the front windscreen and sometimes the rear windscreen.
The trackers within the University fleet vehicles monitor vehicle location and movement.
This Code of Practice applies to all dashcam and tracker equipment operated by Logistic Department.
[bookmark: _Toc27052093] Dashcam/Tracker Operation Admin
The system shall be operated and maintained in accordance with this Code of Practice.  A paper copy of this Code of Practice can be produced on request.
All operating staff are to be fully conversant with the guidelines and operating instructions for the control equipment as outlined in this Code of Practice. 
[bookmark: _Toc8734][bookmark: _Toc27052094]Staff Vetting
All staff who have access to the dashcam and tracker control equipment are subject to vetting via the recruitment process.  
[bookmark: _Toc8735][bookmark: _Toc27052095]Authorised Operation of the Dashcam/Tracker Equipment
The Logistics Manager is the person responsible for the operation of the dashcam and tracker equipment and for ensuring no unauthorised or inappropriate use is made of the system. 
The use of the system is to be restricted to the intended purpose of the system as outlined in Section 1.  Use outside the defined scope may constitute a criminal act.  Only persons who have received full training on the operation and use of the dashcam or tracker equipment shall be authorised to operate the equipment.  

Under no circumstances are cameras to be trained into private residencies or properties. 
Under no circumstances will requests for the use of dashcam or tracker information for surveillance purposes be authorised.
[bookmark: _Toc27052096][bookmark: _Toc8737]Liaison with the Police 
Suspicious activities or incidents of note are to be brought to the attention of the Police via telephone. 
[bookmark: _Toc27052097][bookmark: _Toc8738]Processing of Images/Release of Data 
GDPR states that personal data must not be retained for longer than is necessary for the purpose for which it was collected. It is Estates Directorate policy that dashcam and tracker data is kept for six months, after which time the data is deleted or destroyed.   
In the instance where footage or data is kept in relation to a specific incident, this will be stored securely and logged on the Logistics Production Record, with the purpose and owner expressly outlined. The Logistics Manager is responsible for production of any images to be retained for evidential purposes.  Any such images will be retained only for as long as required (for the purpose of providing evidence) and will then be destroyed.  
[bookmark: _Toc27052098]Sharing and Replicating of Dashcam Footage/Tracker Data
The replication and sharing of dashcam footage and tracker data present a risk to individual privacy, and employee rights. It is critical that these risks are recognised, and appropriate steps taken to prevent unauthorised access to the recordings. It is expressly forbidden to make or take any recordings from the dashcam or tracker systems without proper cause. 

Proper cause will be considered a direct request from a law enforcement agency or the Police. 

Proper cause for internal requests will be considered on a case-by-case basis and solely at the discretion of the Logistics Manager.  

Sharing or replication of dashcam footage or tracker data can also be used for insurance purposes and will be done so at the discretion of the Logistics Manager. This will be included in the Logistics Production Record.

Any unauthorised disclosure or misuse of dashcam or tracker data by staff is a serious matter and may be considered a disciplinary issue.   

[bookmark: _Toc8740][bookmark: _Toc27052099]Viewing of Recorded Images
Only authorised persons will be permitted to view recorded images.  This may include an officer from an authorised law enforcement agency, such as the police.  The viewing of recorded images is only to be carried out in connection with the purposes defined in Section 1 and in line with GDPR legislation. 

Recorded images must only be viewed in places where unauthorised persons cannot see the images. 

The reviewing of recorded images can only be conducted by authorised personnel and will be documented in the Logistics Production Record.  This is used where authorised persons within the university are reviewing footage.  Where third parties, external to the University, are reviewing the footage the ‘Data Release Log’, shall be used.  If the images are stored on CDROM, DVD or memory stick for evidence purposes, this will also be recorded on the “Productions Record Log”.  
[bookmark: _Toc27052100][bookmark: _Toc8743]Data Protection  
Under data protection legislation personal data includes any image from which an individual may be identified.  The processing of personal data includes the recording, viewing, storage and destruction of personal data.  The University is responsible for all dashcams and trackers owned and operated by the University and is the data controller for the requirements of data protection legislation.  
[bookmark: _Toc8744][bookmark: _Toc27052101]Disclosure to Police and relevant Third Parties
If the Police approach the University wishing to have access to images captured on the University’s 
dashcam system they must first request permission by supply of a Request for Disclosure of Personal Data – Schedule 2, part1(2) …referred to as Sch 2, part 1(2) form to the DP & FOI office within office hours. 

If the request is during office hours the DP & FOI office will handle the request. Out with office hours Central Services will deal with the request.   Providing access to images to the Police without a completed standard form should be considered exceptional and not the University’s standard practice, by either staff or law enforcement agencies. 

On presenting for evidence at the Logistics Dept, Police officials must supply the Sch 2, part 1(2) form for record.

Other relevant agencies may not use standard forms to make requests for personal data. However, any request should: 
· Be clearly identifiable as from the agency in question i.e. in writing, on headed paper, and signed by an officer of the agency.  The University should take any steps it deems necessary to ensure as far as is practicable that the request is legitimate. 
· Describe the nature of the information that is required. 
· Describe the nature of the investigation (e.g. citing any relevant statutory authority to obtain the information). 
· Certify that the information is necessary for the investigation. 
Where digital video or data evidence is to be used by the Police or other law enforcement agency, an entry will be made into the ‘Data Release Log (DRL)’. This details all relevant information about both the footage being released, and the request being made. This also includes record of a formal written request being made from the relevant law enforcement agency. When data from either the dashcam or tracker system is released, the location of all copies are recorded in the ‘Dashcam/Tracker Production Record’. Any physical copies of data distributed will be marked with the DRL or production record number, in permanent felt pen.  

In the prevention or detection of crime and for the purposes of security the police will not be required to provide a Sch 2, part 1(2) form where the Logistics Dept have contacted the Police regarding images captured on the dashcam system.   
Any disclosure made by the University to the Police in these circumstances is in the legitimate interests of the University and in line with the purpose of the dashcam system.  

[bookmark: _Toc27052102]Right of Request
Where a potential data subject wishes to obtain access to/copies of the recorded dashcam images of him/her, he/she is advised to complete the ‘Right of Request’ form via the GDPR request webpage at: https://www.gla.ac.uk/myglasgow/dpfoioffice/gdpr/gdprrequests/.

The Data Protection Office will process any ‘Right of Request’ for dashcam footage in conjunction with the Logistics Dept.  Where third parties can be identified from the footage, the images may have to be obscured to prevent such identification.  If images of third parties cannot be suitably obscured the University may not be able to grant the data subject access to the data.  
[bookmark: _Toc27052103][bookmark: _Toc8746]Compliance  
The University will at all times comply with the current data protection legislation.  In doing so the University will also refer to any relevant guidance produced by the Information 
Commissioner’s Office (ICO), in particular any specific codes of practice related to dashcams or trackers.

All staff dealing with dashcam and tracker equipment and recordings should be aware of the University and ICO codes of practice, and the University’s Data Protection Policy.  In addition, these staff members should receive appropriate training to ensure they are aware of the correct operation of the system and handling of personal data.  

Any misuse of information obtained from a dashcam recording is a breach of the data protection legislation.   

Any such breach is a serious issue and may result in disciplinary action being taken against the member of staff involved.  In certain circumstances, individual members of staff may also incur criminal liability.  

In line with best practice the Logistics Manager will ensure that regular audits are conducted into the operation of the system.  
[bookmark: _Toc27052104][bookmark: _Toc8747]Review 
A formal review of the University’s Dashcam/Tracker Code of Practice and associated documentation will be carried out by the Logistics Manager on an annual basis.  An evaluation of the system and equipment will also be undertaken annually by the Logistics Manager.  

There are several forms associated with this policy.  However, these are not included in the policy as these may, from time-to-time, be subject to minor changes in terms of content, format and layout.  However, where the overall purpose of any form is changed, or it is deemed that a form is no longer required this would constitute a change of this policy and the policy will be reviewed and updated accordingly. Estates Directorate are responsible for any amendments to the associated forms. 
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