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1. [bookmark: _Toc27130621]Policy Statement 
The University of Glasgow is committed to ensuring that it operates its dashcam and tracker systems in compliance with relevant legislation and regulations and that the purposes for such systems are clearly defined and communicated. The University will, in the course of its activities in this area, be a Data Controller and processing personal data. All such processing undertaken by the University must conform to this policy and guidance produced by the UK Supervisory Authority, the Information Commissioner’s Office. 
2. [bookmark: _Toc27130622]Scope of the Policy 
This policy covers all employees of the University of Glasgow and all other persons whose image(s) may be captured on dashcam systems, or who's travel details are captured on trackers.
3. [bookmark: _Toc27130623]Purpose 
The University has considered the need for using dashcam/ and tracker systems and has determined that they are required for the prevention and detection of crime, defence of legal claims, and driver training.
Dashcams and trackers are not used to monitor staff and/or students going about their normal work or studies. However, images and information may be recorded and retained in accordance with the University’s agreed retention period of four years and utilised in accordance with the above purposes.
[bookmark: _Hlk216262734]There may also be instances where requests to review dashcam footage may be made in relation to an internal investigation following a complaint, grievance or allegation of misconduct. Use of this footage will only be considered in such cases where the facts under investigation are disputed or unclear and the use of the images are for the prevention and detection of crime and defence of legal claims. Any decision to review dashcam footage or data taken from trackers in this context is subject to the prior approval of the Logistics Manager and/or Head of Security and Operational Support, and all relevant parties will be informed.
Such systems will not be used for any other purpose. Where cameras are in use, appropriate signage will be displayed. 
4. [bookmark: _Toc27130624]Management and Operations 
The dashcam/tracker systems in use in university fleet vehicles are jointly managed both internally by the Logistics Manager and the Head of Security and Operational Support, and by two third party organisations, in compliance with GDPR guidelines.
The operation and management of the system is registered in accordance with the University’s Dashcam/Tracker Code of Practice.
No other dashcam/tracking device is permitted to be used in university vehicles. 
The nominated manager is responsible for ensuring the system is adequately maintained, that equipment is checked regularly, and faults rectified as soon as possible. A regular review of systems should be undertaken to ensure compliance with the university’s Code of Practice.
Cameras should remain in the original fixed position.
All managers/operators must be aware of the privacy implications associated with their role and must undertake the University’s mandatory data protection training.
All university fleet vehicles will be clearly marked with signage indicating a dashcam and/or tracker is fitted to the vehicle.
5. [bookmark: _Toc27130625]Storing and Viewing Images
Recorded material should be retained and stored in an appropriate manner to ensure the maintenance and integrity of the image. This will ensure that images are of sufficient quality to be admissible as evidence in court and to protect the rights of those individuals recorded on images from the dashcam system. For further information please see the University’s Dashcam/Tracker Code of Practice.
Access to stored images should be restricted and a disclosure log should be maintained (see section 6) especially if images are to be used for evidential purposes. Images should be retained only for as long as required for operational requirements, in this instance four years.
Viewing of live images should be restricted to the nominated areas. The
exception to this is where the monitor displays a scene which is already in 
plain sight. Monitors should therefore not be visible to the public.
6. [bookmark: _Toc27130626]Disclosure 
Disclosure of recorded images and tracking data should be restricted and in accordance with the purpose for which the dashcam and tracker system was established (see section 3.0).
It may be appropriate that recorded images or tracking data are disclosed to law enforcement agencies where a crime is being investigated. The requirements of the Data Protection legislation are such that any disclosure must be necessary for the investigation or prevention of a crime or apprehending or prosecuting an offender. As such, law enforcement agencies must be able to justify their requests for disclosure. Such requests for access should be made to the Data Protection & Freedom of Information Office (dp@gla.ac.uk or 0141 330 3111). 
Where information is required for evidential purposes, a copy should be made and placed in a sealed envelope, signed and dated and held securely by the Logistics Manager or Deputy until the completion of the investigation. 
Images identifying individuals must not be released to the media.  Any release of images to the media, for instance in relation to a criminal investigation, will normally be carried out by the police.   
Where images or data is disclosed to third parties, such as law enforcement agencies, they assume responsibility for them under Data Protection legislation. 
Where a potential data subject wishes to obtain access to/copies of the recorded dashcam images of him/her, he/she is advised to complete the ‘Right of Request’ form via the GDPR request webpage at: 

Any access to or disclosure of images or data will be recorded on the 'Production Record' or 'Data release Log', in line with the 'Dashcam/Tracker Code of Practice'.
7. [bookmark: _Toc27130627]Right of Request
In common with all personal data held by the university, recorded images and vehicle data are subject to Data Protection legislation which provides individuals with the right of access to their personal data.  Where a potential data subject wishes to obtain access to/copies of the recorded dashcam images of him/her, he/she is advised to complete the ‘Right of Request’ form via the GDPR request webpage at: https://www.gla.ac.uk/myglasgow/dpfoioffice/gdpr/gdprrequests/.
Where a request for recorded images is received, the applicant will be required to provide sufficient information to identify them as the subject of the image (such as a photograph of themselves and a detailed description of what they were wearing at the time they were recorded by the system) and to locate them on the system. Details of date, time and location should also be provided to help narrow the search. 
If copies of images are to be provided, consideration will be given to protecting the privacy of third parties and potential unwarranted intrusion. If this is found to be the case, the identities of third parties should be obscured. However, in many cases it may be possible to disclose images without causing such intrusion. 
8. [bookmark: _Toc27130628]Freedom of Information 
Recorded images are also subject to the Freedom of Information (Scotland) Act 2002. As indicated above, if a request is received from an individual who is the subject of the image, then this should be treated as a SAR under the Data Protection Act. If the request relates to images of third parties, then this can only be disclosed if the information is not classed as personal data. If it is possible to identify an individual from a recorded image, then this constitutes personal data and should not be disclosed.  For further advice on Data Protection/Freedom of Information and recorded images please contact DP & FOI Office on 0141 330 3111or dp@gla.ac.uk.
9. [bookmark: _Toc27130629]Retention of Recorded Images/Data 
Data Protection legislation does not prescribe retention periods for recorded images/data, rather the university’s operational requirements and purposes will determine how long recorded images are retained. 
The current retention period for such images is six months, unless identified as required for police or insurance purposes. In such instances, a record will be made detailing the relevant retention action and decision in the Logistics Services 'Data Release Log'.
10. [bookmark: _Toc27130630]Monitoring and Evaluation 
Approval of this policy lies with the University’s Information & Data Governance Group and the day to day responsibility is delegated to the Logistics Manager or delegate.
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