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• The Evolution of the Electricity Market:
• The electricity industry has undergone a 

transition towards a competitive framework 
where participants can bid and offer energy 
within a dynamic pool.

• This shift has been driven by the adoption of 
Locational Marginal Prices (LMPs) as the 
primary mechanism for determining market 
dynamics.

Energy Market

offer offer

sell

bid
bid

Introduction



• The Evolution of the Electricity Market:
• LMPs reflect the marginal cost of supplying an electricity unit at specific locations within the 

grid, at any given point in time.

• LMPs facilitate efficient resource allocation, congestion management, and market 
equilibrium
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Motivation

• Stealthy False Data Injection Attacks in the Energy Market:
• Malicious actors target data transmitted from Remote Terminal Units (RTUs) to the SCADA system.

• Objective: Manipulate market outcomes for financial gain.

• Persistence: Attacks designed to persist over an extended period for long-term gains.

• Impact: Manipulation of state estimation results, skewing LMPs.

• Consequences: Financial losses, inefficient resource allocation, and reduced system efficiency.
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Motivation

• Current research Focus has mainly been either  on threat models or physical protection of 
state estimation

• Anomaly detection using model-based grid representations based on predefined 
behaviors & known attack patterns. 

•  Data-driven detection models are a promising approach for identifying electricity market 
cyber attacks in real time.

• Barriers to AI-Based Anomaly Detection:

• Lack of publicly available datasets for LMP manipulation scenarios.

• Existing benchmark systems simulate markets but: Rarely include adversarial scenarios and 
Lack labeled time-series data for systematic evaluation



Contribution

• Stealthy Manipulated LMP Timeseries; SMLT dataset
1. First open-source dataset for stealthy FDIA attacks in electricity markets

2. Incorporates 8 manipulation cases (transmission ratings, system parameters, topology, 
demand profiles)

3. Hourly resolution time series (up to 20 weeks) with ground-truth labels

4. Open-source FDIA simulation framework built on Matpower

5. In-depth spatio-temporal analysis of LMP manipulation + case study



Dataset Construction

• Baseline System: NPCC[1] • Cyberattack Scenarios:
• Transmission Line Rating Attack [2]

• Critical Parameter Attack [3]

• Cyber-Topology Attack. [4]

• Ramp-Induced Data Attack [5]

• Load-Altering Attack [6]

•  Aggregator-Based Strategic 
Curtailment [7]
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Dataset Construction

• Summary of attack cases and their validation outcomes



Dataset Construction

• Overview of the SMLT dataset development framework



Empirical Observations

RQ1: What is the impact of stealthy FDIAs on the distribution of LMP data?
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Empirical Observations

RQ2: How does the impact of an attack propagate throughout the system?
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Case Study

• Geometric Entropy Minimization based model [8]



Lessons Learned

• Insights from empirical analysis & case study with the SMLT dataset
1. Market-level data matters

• LMP data is a strong signal for detecting FDIA attacks, even when BDD fails.

2. FDIA impacts propagate
• Localized attacks spread system-wide, affecting neighboring buses.

3. Duration & timing are critical
• Short, peak-hour attacks are harder to detect due to natural LMP volatility.

4. Need for drift-aware models
• LMPs are non-stationary; adaptive models must handle regime shifts & drift



Thank you!
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