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International Relations, Lancaster University

1. TIresearch the foreign relations of the People’s Republic of China (PRC), with interests
including the PRC’s overseas political activities and liberal-democratic policy responses.
My specific advocacy in this area draws from a series of research publications including a
RUSI Whitehall Paper, ongoing academic projects on transnational repression, and
collaboration with civil society in understanding and responding to these issues.!

2. This submission offers brief answers to the Joint Committee’s questions regarding (1)
actual and perceived threats to the UK’s democracy, (2) the role of independent bodies in
responding to foreign interference (3) measures to counteract technological interference;
(4) the evolution of threats to democracy in the UK, and (5) how the government should
work with NGOs and other democracies to uphold democratic values.

3. Rather than a multi-pronged national security problem, the PRC’s attempts to interfere in
politics in the UK are better understood as the source of a diverse set of challenges to
distinct liberal democratic institutions. Electoral interference, espionage, improper
lobbying, elite cooptation, and cyber intrusions clearly threaten national security, but
Beijing’s most demonstrable impact on the UK democracy has been on the exercise of
human rights and democratic freedoms inside the UK’s borders. These effects have been
particularly severe among diaspora communities, but also increasingly affect groups in
wider society including journalists, lawyers, academics and activists.?

4. Transnational repression (TNR), and transnational human rights violations more broadly,
not only directly undermine the UK’s democratic institutions, they also have important
implications for national security. However, tackling them effectively requires updating
the UK’s rights protection institutions.
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5. The central recommendation of this submission is the establishment of an independent
statutory Transnational Rights Protection Office (TRIPO) as part of the UK’s national
human rights protection institutions, with core functions of

a. Providing a central, accessible, trusted point of contact for targets of transnational
human rights violations to report and obtain support;
b. Monitoring the situation of transnational human rights violations in the UK;
c. Advising and raising awareness among government and non-government
stakeholders;
d. Developing policy proposals and mechanisms to penalise perpetrators of
transnational human rights violations;
e. Engaging in collective advocacy internationally via membership of the inter-
governmental Global Alliance of National Human Rights Institutions (GANHRI).?
I set out a fuller proposal for TRIPO in a recent short article for the Foreign Policy
Centre, which is included as an Annex below.

6. Establishing such an institution will make the UK a world leader in ensuring democratic
resilience against the cross-border political and technological challenges of the 21st
century’s contested world, while delivering significant benefits to UK national security. It
will, for example, enhance visibility on foreign state behaviour inside the UK, improve
confidence in the UK government among vulnerable groups, enhance social cohesion,
and generate evidence-based policy measures and sanctioning mechanisms at arms length
from parliamentary politics.

What are the actual and perceived threats to the UK’s democracy, and from where do those
threats originate?

7. While election security, foreign interference and disinformation are rightly recognised as
threats to democracy, constraints on the exercise of basic democratic rights in the UK
have received less focus. A large and expanding body of published research has
demonstrated that TNR has generated severe effects on democratic rights for an array of
diaspora communities and wider society. Freedom House data suggests that, besides the
PRC, Bahrain, Pakistan, Iran, Russia and Rwanda are key origin states for transnational
repression in the UK. Worldwide, the data identify more than 40 states as sources of TNR
threats.*

8. Such issues have increased in both severity and scope with the development of digital
communications and surveillance. Today, besides diaspora communities, transnational
human rights violations also affect journalists, academics, activists and lawyers.> These

3 Global Alliance of National Human Rights Institutions (GANHRI) https://ganhri.org/
4 https://freedomhouse.org/report/transnational-repression
5 A striking recent example is the online surveillance and intimidation against the international legal team
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infringements against the exercise of basic civil and political rights — not to mention
professional functions — clearly threaten the functioning of liberal democracy in the UK.

9. Such issues have been recognised across liberal democracies, and is within the Defending
Democracy Taskforce’s announced remit, however no country has yet tackled TNR in a
systematic manner. Law enforcement is essential, as seen in the United States’ FBI
campaign against Transnational Repression,® but is far from sufficient as most violations
occur via actions outside the host state’s jurisdiction. Elsewhere, TNR has tended to be
approached under the rubric of countering foreign interference (FI), which limits the
focus to TNR’s national security dimensions. An effective and comprehensive response
must update national rights protection institutions for the 21st century.

What is the role of independent bodies such as the National Cyber Security Centre, Ofcom and
the Electoral Commission when it comes to foreign interference?

10. Existing independent bodies have key roles in defending democracy in the UK, and civil
society organisations have been raising issues of TNR in the UK publicly for several
years. However, the independent statutory body responsible for ensuring the exercise of
human rights in the UK, the Equalities and Human Rights Commission (EHRC), has
been absent from discussions on the TNR and transnational human rights violations, This
absence may be the result of resource constraints, but it likely also reflects the
fundamental differences between domestic and international threats to the exercise of
human rights in the UK. Tackling the technological, political and cultural complexities of
transnational rights protection will require specialised focus and expertise. The UK has
the opportunity to lead the democratic world in updating its rights protection institutions
to account for this reality.

What can be done to improve public awareness of disinformation, fraud, and technological
interference

11. The proposed Transnational Rights Protection Office would offer an ideal platform
through which to improve public awareness of foreign-sourced disinformation and
technological interference. As the central, trusted, public-facing contact point for
communities and individuals facing interference, and liaison function across government
departments, TRIPO would possess unprecedented visibility with which to diagnose and
demonstrate issues to the public via research reports, briefings, parliamentary testimony,
and media and public engagement. It would also be well positioned to offer independent

of detained Hong Kong media tycoon Jimmy Lai:
https://documents.un.org/doc/undoc/gen/q23/161/72/pdf/g2316172.pdf?token=uRoS9uLDJLPAJUou13&f
e=true

6 FBI, “Transnatioal Repression,” n.d., https://www.fbi.gov/investigate/counterintelligence/transnational-
repression
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commentary on any observed trends in foreign-sourced influence operations in UK
election campaigns (see Annex).

How will threats to UK democracy evolve in the medium and long term? How prepared is the
UK for addressing these threats?

12. Some government agencies including the Home Office and Electoral Commission have
clearly moved towards greater preparedness against the threats facing UK democracy.
However, as noted above, the UK’s national human rights protection institutions have so
far shown no sign of adaptation to, much less preparedness for, the growth of TNR and
other cross-border human rights issues. This observation points again to the imperative of
establishing an independent Transnational Rights Protection Office.

How can the UK work better with other democracies to tackle foreign interference and
uphold democratic values?

13. The UK’s current responses to transnational human rights issues largely mirror those of
other liberal democracies, both in their strengths and shortcomings, The Defending
Democracy Taskforce is reportedly performing important outreach functions, particularly
among among law enforcement and with civil society, but its focus is necessarily oriented
toward national security and the integrity of UK democratic process, rather than enabling
the exercise of rights within the UK’s borders. The TRIPO proposed above would
generate a world-first mechanism through which the UK could work with other
democracies to tackle this dimension of foreign interference. Given the status of a
national human rights institution (NHRI), the TRIPO could work through the GANHRI
to encourage and demand the establishment of equivalent institutions around the world
under international human rights law.
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Annex

Meeting the Challenge of Transnational Human Rights Violations in the UK: The Case for
a Transnational Rights Protection Office

September 28, 2023

https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-
case-for-a-transnational-rights-protection-office/

Today’s authoritarian actors, including powerful authoritarian states, can remotely surveil,
threaten and harass individuals inside the United Kingdom (UK). The most frequently targeted
are those within diaspora communities, students, activists, human rights defenders, exiled
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political figures and journalists. A result of the confluence of evolving digital communications
and rising global authoritarianism, the problem of transnational human rights violations is
currently a major blind spot in the UK’s democratic institutions, in particular its human rights
protection arrangements. Simply put, the UK Government is legally obliged to protect those
living here who are at risk of, or have faced, repercussions as a result of exercising their
democratic rights.

The UK Home Office’s Defending Democracy Taskforce, established in late 2022 and chaired
by Security Minister Tom Tugendhat, has transnational repression within its mandate.[) Yet with
its primary focus on issues related to national security — electoral security, threats to politicians,
improper foreign lobbying and the protection of sovereignty — the taskforce offers little support
to targeted communities and individuals.2! In the United States, the FBI has launched a series of
criminal cases against alleged perpetrators of transnational repression since 2020 by applying
pre-existing offences such as harassment and stalking.*l While law enforcement is a necessary
step, the agency’s cases do not constitute a systematic institutional response to this issue, as acts
of transnational repression can often occur via digital platforms, without any crime being
committed on the physical territory of the host state.l*!

The absence of UK institutional frameworks designed to meet these complex challenges
constitutes a dereliction of the UK’s obligations under international human rights law. A focused
and effective way to address these violations of the human rights of vulnerable communities and
individuals would be the establishment of a Transnational Rights Protection Office (TRIPO) as
part of the UK’s national rights protection institutions.*! This new office should monitor
transnational human rights issues and their manifestations in the UK; provide information,
support and safe points of contact to affected individuals; advise the UK Government; and
develop future legal avenues of redress.

Problem: The blind spot of transnational human rights violations

In an era of growing authoritarianism globally, transnational rights violations are on the rise.[®!
From the Stalinist Soviet Union’s executions of Saudi Arabia’s murder of Leon Trotsky to Jamal
Khashoggi, autocrats have often gone to extreme lengths to silence independent voices and
political rivals in exile abroad. But today a broad array of authoritarian actors including states,
organisations and individuals can surveil and threaten critics and everyday citizens from afar,
with minimal cost.[”} Chinese political activists and persecuted groups including Uyghurs and
Tibetans face well-documented threats from the People’s Republic of China (PRC) ranging from
social media harassment to coercion of family members through to extrajudicial rendition.®!
Political exiles from numerous Central Asian countries have commonly encountered violence
outside their home country, and Cambodia, Ethiopia, Eritrea, Russia, Rwanda, Vietnam and at
least two dozen other states have made well documented attempts to suppress critics abroad.®

The UK is not a safe haven free from these kinds of threats. Saudi, Libyan and Syrian exiles
have faced technology-enabled threats to their exercise of basic political rights in the UK in
recent years.[l%l Persian-language broadcaster Iran International was forced to shut down its
London studio earlier this year after British police warned of escalating “state-backed threats”.[11]
The Eritrean Government attempts to levy a 2 percent income tax on UK-based diaspora
community members, with those who refuse to pay facing visa denials, and threats against family
members and property there.ll2l SLAPPs (strategic lawsuits against public participation) have
threatened to bankrupt UK journalists and media investigating wealthy kleptocrats in Russia,


https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn1
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn2
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn3
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn4
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn5
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn6
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn7
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn8
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn9
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn10
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn11
https://fpc.org.uk/meeting-the-challenge-of-transnational-human-rights-violations-in-the-uk-the-case-for-a-transnational-rights-protection-office/#_ftn12

Kazakhstan, Malaysia and elsewhere.ll3] Overseas students, scholars, activists and journalists are
subject to technical surveillance of their communications, extraterritorial censorship,
employment discrimination and threats of future criminal prosecution for the exercise of basic
human rights in the UK.I4I

These practices constitute transnational human rights violations: infringements on human rights
against a target located remotely across national borders from the originator of the threat. Such
situations give rise to a host country’s duties to protect under international human rights law.[5]
Under the International Covenant on Civil and Political Rights (ICCPR) States have the
obligation to “ensure within its territory” the rights in the Covenant, and “ensure that any person
whose rights or freedoms as herein recognized are violated shall have an effective remedy.”[1¢!
The International Covenant on Economic, Social and Cultural Rights (ICESCR), meanwhile,
requires states to ensure the “conditions safeguarding fundamental political and economic
freedoms to the individual” and “to guarantee that the rights enunciated. .. will be exercised
without discrimination of any kind as to race, colour, sex, language, religion, political or other
opinion.”l”l The UK’s Human Rights Act accordingly obliges the Government to ensure
individuals can exercise their fundamental rights such as freedom of speech, association and
protest.[18]

Transnational human rights violations that take effect inside the UK are a longstanding challenge
significantly exacerbated by globalisation and technology. Today’s authoritarian governments
have unprecedented abilities to reach beyond their own borders. New digital communications
channels, coupled with intensified cross-border linkages, have created new and effective modes
of extra-territorial coercion and punishment to which liberal democracies have yet to develop
meaningful responses. In the UK, members of some targeted communities have even reported
being afraid to seek help from local UK authorities for fear that doing so would place family
members — or themselves — at even greater risk.[*]

While direct harassment and intimidation on the basis of political or religious beliefs taking place
in Britain is illegal, numerous UK diaspora communities nonetheless face serious encroachments
on their rights due to surveillance and repression implemented both from inside the UK and from
overseas. The result is that many members of vulnerable communities cannot in practice exercise
fundamental human rights in the UK without fear of adverse consequences. Often, such
transnational repression is implemented via threats or harm to the target’s family members
located in another country.l2!

Government must equip the UK’s human rights institutions to provide meaningful support to
individuals and communities and others facing issues of transnational coercion, and establish
mechanisms to prevent impunity for the actions taken against them. Most importantly, targets of
transnational repression need to know where to get support, and trust that the institutions they
reach out to understand the specific nature of these types of violations and the driving factors
behind them.

Proposal: Transnational Rights Protection Office

Establishing a UK Transnational Rights Protection Office (TRIPO) would directly mitigate the
human rights impact of foreign states’ interference and help meet the UK’s obligations towards
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vulnerable individuals and groups disproportionately affected by transnational repression. The
new office should serve at least five key functions:

Providing accessible information, advice and support to individuals facing threats of
transnational human rights infringements;2!!

1. Collecting data, research and reporting on the prevalence and forms of transnational
infringements against UK residents’ human rights;22!

2. Supporting individuals, communities and vulnerable family members to access legal
assistance, humanitarian visas and potential avenues of redress;

3. Advising and supplying information to other UK government agencies to ensure
extradition, deportation and freezing of assets are not used to violate human rights;23! and

4. Investigating future legal avenues of remedy against perpetrators of transnational human
rights violations against UK residents.

These functions align closely with existing activities of the Equality and Human Rights
Commission, though TRIPO would not necessarily need to be institutionally part of the EHRC,
which is already overstretched and underfunded. Yet, as the UK’s national human rights
institution, the EHRC has the mandate and experience in promoting awareness, understanding
and protection of human rights in the UK.[24) While a range of models should be considered, the
TRIPO would benefit from affiliation with the EHRC — not only because the matters of sit within
its remit, but also because its membership of the Global Alliance of National Human Rights
Institutions means it may establish an example for other jurisdictions that likewise have currently
unfulfilled human rights obligations in respect of transnational repression.

The UK Government currently lacks a dedicated body to handle the specific types of challenges
that transnational repression creates, and ensure that the UK meets its human rights obligations.
TRIPO would provide a focal point for monitoring the issues, delivering direct support, and
closing the blindspot of transnational human rights violations in the UK.

Dr Andrew Chubb is a Senior Lecturer in Chinese Politics and International Relations in the
Department of Politics, Philosophy and Religion at Lancaster University, and a Fellow in the
Center for China Analysis at the Asia Society Policy Institute.

Disclaimer: The views expressed in this piece are those of the author and do not reflect the
views of The Foreign Policy Centre.
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