TRG Working Group

Microsoft Operating Systems - Central Update Service

(MOS-CUS)

Working Group Remit 

 

To Design and Implement a centrally supported  “premium” service providing automatic patches and updates for Microsoft Windows operating systems and software. If appropriate this service may be extended to include selected third-party software.

 

Status  

 

Working group established by the Technical Review Group of the Information Policy and strategy committee (IPSC).

Microsoft’s recent announcement on the release of their flagship patch management solution, Windows Update Service (WUS), has enabled this working group to proceed as originally planned with an enterprise wide solution. 

Working Group Coordinator: Andrew Cooper

Working Group Members: 

 

Andrew Cooper

Gordon Ritchie

John Aiton

Alan Beattie

Barbara Wiseman

 

Stakeholders:  

· Information Services 

· IT support staff 

· Systems administrators 

· End users 

Working Group Start Date (estimate): January 2005

Working Group End Date (estimate): June 2005

Strategic Objectives

 

Provide enhanced protection for University IT assets

Provide end-users with a more secure server and desktop computing environment

Reduce the number of Microsoft related security incidents on campus

Reduce the amount of time spent by users, IT support staff and systems administrators on Microsoft patch management and security incidents

 

Key User Problems

· Microsoft Operating System and applications are continually probed for vulnerabilities 

· Many Microsoft servers and desktops on campus are exploitable due to their current patch or software revisions. 

· The shear number of Microsoft systems on campus makes it impracticable to rely on manual update solutions 

· The present Microsoft Software Update Service is limited to critical patches, i.e., excludes general updates and service packs 

Key Challenges

· Effective marketing and “education” to promote this service. 

· Adapting to the varied requirements of a large user population. 

· Designing and implementing a solution that accommodates the University’s distributed IT environment. 

Working Group Deliverables

· Define the infrastructure, hardware, software and personnel needed to implement and support the service 

· Implement pilot service with early adopters 

· Final phase implementation including user and support documentation 

· Provide additional campus-wide patching methods and options 

· Improve campus security with respect to the Microsoft Windows platform 

· Provide a granular method of patch and update policies, possibly configurable by local IT support staff and systems administrators 

· Provide reporting and notification features 

· Improve logging and statistical analysis of patching activity 

Success Metrics 

· Service available for subscription by target date 

· Reliable and easy to use service with community support 

· Reduced number of security incidents due to Windows vulnerabilities. 

· Number of subscribed clients to central service. 

· Positive feedback from users, IT support staff and systems administrators. 

Current Milestones and Dates 

TBA

